CIS 221 Windows 7 Lab 3 Working with Users and Groups


Lab 3 Working with Users and Groups in Windows 7

In this lab you will learn how to:
· Establishing User Passwords after Easy Transfer
· Activating the Administrator Account
· Changing the Image Associated with the Users
· Changing the UAC Settings

· Creating A New User
· Creating and Use a Password Reset Disk

After completing the Easy Transfer process and restarting your computer you will see the users that were transferred from the Windows XP environment.  
Establishing User Passwords after Easy Transfer
1. Start the Windows 7 operating system.

2. Click on Allen Brewer.

Question 1: What warning appears? 
3. Click on OK.

4. On the screen that appears in the New Password box type P@ssw0rd and in the Confirm password box type P@ssw0rd.
5. The next window will confirm that the password has been changed, chick OK. Allen’s desktop will appear.

6. From the Start button Log off Allen Brewer.

7. Click on Jay Hamlin.

8. Repeat the steps to reset Jay’s password.

9. Log off Jay Hamlin and log on to Steve Lasker
10. Repeat the steps to reset Steve’ password.

Question 2: What does the above process tell you about the transfer of all of the users information to Windows 7? 
Activating the Administrator Account

Many people familiar with prior versions of Windows are curious what happened to the built-in Administrator account that was always created by default. Does this account still exist, and how can you access it?

The account is created in Windows 7 or Vista, but since it’s not enabled you can’t use it. If you are troubleshooting something that needs to run as administrator, you can enable it with a simple command.

1. Log on as student 7xx
2. Click on the start button.

3. Click on all programs.

4. Click on Accessories
5. Right- click on Command prompt and from the list select Run as administrator.

6. In the User Access Control window select Yes.

7. Type the following command net▲ user ▲administrator▲ /active:yes. 
8. Close the command prompt window
9. Log off, and you’ll now see the Administrator account as a choice. 
10. Click on the Administrator account.

Note that there’s no password for this account, so if you want to leave it enabled you should change the password using the following steps.
11. From the start button click on Control Panel.

12. Change the View by to Large icons.

13. Click on User Accounts
14. Click on Create a password for your account
15. In the Create a password for your account type P@ssw0rd in the New password window and the Confirm password window.
16. In the Password hind window type CIS 221 password.

17. Click on Create password.

18. Close  the Users Accounts window.
Disable Built-in Administrator Account

DO NO perform these steps at this time this is just an explanation on how to disable the account at a latter date.

1. Log on as student 7xx

2. Click on the start button.

3. Click on all programs.

4. Click on Accessories

5. Right click on Command prompt and from the list select Run as administrator.
6. In the User Access Control window select Yes.
7. Type the following command net user administrator  /active:no
8. Hit enter key
9. You will see a response indicating that the command was successful.
The next time you log on the administrator account will not appear in the user list.

Changing the Image Associated with the Users

1. Click on Change your Picture.

2. Click on Browser more pictures.

Question 3: Where does the More pictures link take you and what does that tell you about using your own pictures?
3. Open Sample pictures and select Lighthouse and click on Open.

4. Close all windows.

5. Log off.

6. Log on as Administrator

7. From the Control panel click on User Accounts
8. Click on Manage another account.

9. Select Allen Brewer.

10. Using steps 1 and two above select a different image ( you can also select a Sample picture)

11. Change all of the other user accounts to have a different image.
12. Close the User Accounts Window.

Creating User Accounts
User Account Control

User Account Control (UAC) protects your computer from changes to Windows system settings by requiring that an administrator expressly permit certain types of changes.

Each area of the Windows interface that requires administrator permission is labeled with a security icon. When you attempt to access or change protected Windows settings, a User Account Control dialog box appears, asking for confirmation that Windows should continue the operation.
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If you’re logged on with an administrator account, you can simply click the Yes button to continue the operation. If you’re logged on with a standard user account, the dialog box lists the administrator accounts on the computer. To continue the operation, you click one of the administrator accounts, enter its password in the box that appears, and then click Yes.
UAC has four levels of control. Only the first two are available when you’re logged on

with a standard user account, even if you have access to administrator credentials: l 
· Always notify When a user or program initiates a change that requires administrator credentials, the desktop is dimmed and the User Account Control dialog box opens. You must click Yes or No, or close the dialog box before you can take any other action.

· Notify for programs and dim the desktop This is the default setting. Unlike the Always Notify setting, this setting allows any user to make changes. Program changes are still restricted, however. When a program initiates a change that requires administrator credentials, the desktop dims and the User Account Control dialog box opens. You must respond to the dialog box before you can continue.

· Notify for programs and don’t dim the desktop Any user can make changes. When a program initiates a restricted action, the User Account Control dialog box opens. The restricted action will not be performed until you respond to the dialog box, but you can perform other tasks while the dialog box is open.

· Never notify This is the equivalent of turning off UAC. Any user or program can make any changes to the computer without restriction.
Changing the UAC Settings

1. From the Control Panel select Action Center
2. In the left pane click on Change User Account Control the following dialog box will appear. 
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Question 4: Move the slide up and down and file in the table below.
	Level
	Why it is recommended or not recommended

	Always notify me when
	

	Default
	

	Notify me only when programs try to make changes to my computer (do not dim my desktop
	

	Never notify me when
	


3. When finished make sure that the User Account Control Settings is set to default.
4. Close all windows.

Creating A New User

To create a user account, you need to specify only a user account name and the account type. The user account name you choose is displayed on the Welcome screen and at the top of the Start menu. The first time anyone logs on with a new user account, Windows creates a corresponding user profile, including a set of personal folders within the Users folder structure.
Windows assigns a user account picture from its standard set to the new user account.

After creating the user account, any administrator or the account owner can change the user account name or picture, or protect the account with a password. Changing the user account name or picture changes the corresponding elements on the Welcome screen and Start menu. After the account has been used to log on to the computer and

Windows has created the personal folders, changing the user account name does not change the name of the user’s personal folder.
1. From the Control Panel select User Accounts
2. Click on Manage Another Account.

3. Click on Create a New Account.

4. In the New Account name windows type Racheal Weiss.

5. Give Racheal administrative rights and click Create Account.

6. Create a New password for Racheal, None4now.
7. In Type password hint type Alternate 211 password.
8. Click on Create Password.

Creating a Password Reset Disk

When you assign a password to your user account, you can also save a password hint.

Windows 7 displays the password hint if you enter an incorrect password. If you didn’t save a password hint, or can’t remember the password even with the help of the hint, you can reset your password—but only if you have created a password reset disk. You can create this disk on a USB flash drive or on a floppy disk, but not on a CD.

Use the following steps to create a password reset disk.
1. Connect a USB flash drive to the computer.
2. Log on as Racheal Weiss
3. From the Control Panel (switch the View by to Large icons) click on User Accounts.
4. In the left pane select Create a password reset disk.  the Forgotten password wizard appears.

Question 5: What do the Note and Warning say on the opening page of the Forgotten Password Wizard? 
5. Click Next
6. The USB drive will show up in the box indicating where you want to create the reset disk.

7. Click Next.

8. On the next screen enter the current user account password, None4now.

9. Click Next, the process of file creation will be shown, when complete click Next.
10. Click Finish.

11. Close all windows.

Using the Password Reset Disk

If you enter an incorrect password on the Welcome screen, a message box informs you that the user account name or password is incorrect. After clicking OK to return to the Welcome screen, you can use your password reset disk as follows:
1. Log off and log back on as Racheal Weiss.

2. For the password type P@ssw0rd, you will see the warning that the user ID does not match the password.
3. Click OK
4. On the Welcome screen, below the password box, click Reset Password.

5. The Reset Password Wizard will appear.

6. Make sure that the USB drive is showing the window.

7. Click Next.

8. On the next screen type P@ssw0rd in the Type new password and Type password again to confirm boxes.
9. In password hint type CIS 221 password
10. Click on Next
11. The wizard will indicate that the change was successful, click Finish.

12. Log on as Racheal Weiss using the new password.

Transfer of User Account Type

In this exercise you will compare the account type created in Windows Xp with the account type transferred to Windows 7.

1. Log on as Administrator.

2. Open the Control Panel
3. Click on User Accounts.

4. Click on Manage another account.

Question 6: Did Allen Brewer, Jay Hamlin and Steve Lasker retain the same account type it and what was the change? 
5. Close all windows
6. Shutdown Windows 7.
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